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Abstract: This paper aims to provide an overview of common network protocols in UAV
communications with a focus on security and vulnerabilities. In order to assess the common types
of vulnerabilities, various elements must be taken into account such as mission purpose,
communication type and protocol. The paper will walk through the main types of UAV protocols
and make a brief analysis in terms of communication network security. It will also look on 5G
communication requirements in terms of quality of service.
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1. INTRODUCTION

UAVs (Unmanned Aircraft Vehicles), commonly known as drones use specific
protocols for communication with base stations. Over the last years, the increasing
amount of UAVs missions both civilian and particularly military has raised the
importance of UAV communication. More and more real-world applications use UAS
(Unmanned Aircraft Systems) as a modus operandi; thus, UAVs as a part of UAS have
become nearly indispensable to today’s demanding complex operational activities such as
air surveillance, intelligence, transportation just to name a few of them. In order to
properly conduct communications between UAVs or inside an UAS (between UAV and
base stations), communications must ensure an acceptable level of security. Bearing in
mind that fulfilling an objective according to standards must be done within a certain
level of security, this paper aims to have a quick look at most common UAV
communication protocols from the security perspective. UAV-to-UAV and UAV-ground
control station protocols will be presented in this paper.

2. LITERATURE REVIEW

As seen in the image above, aeronautical communication involves many types of
communication whether we are talking about air to ground communication or air to air
data transmission.

Some relevant paper regarding UAV communication include:

e [1] which describes UranusLink protocol from both architecture and security

perspective;
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e [2] presents some cyber-incidents identified within UAV communications from
the military perspective;

e [3] describes different types of protocols used in drone swarm communications;

e [4] describe MAVLIink protocol using ArduPilot Mega (APM) 2.8 is for
conducting an experiment to demonstrate MAVLink features;

e In [5] the authors present the system architecture of the SUNNY project
consisting of four UAVs communicating using DDS protocol;

e [6] make a security comparison between DDS, TLS and DTLS protocols
outlining the key security components of DDS protocol.

e [7] present vulnerabilities on the MAVLink protocol.

e In [8], the authors propose a security-enhanced version of MAVLIink called
MAVSec which ensures confidentiality, availability, and integrity.

e [9] make an analysis of MAVLink protocol performance on ships.

e [10] make a comparison analysis between MAVLink, UAVCAN and UranusLink
protocols in terms of architecture and security features.

e [11] present a survey through UAV communication vulnerabilities and types of
attacks.

e [12] present D2GCS protocol security features.

e [13] experiment a DoS and hijack attack on UAV exploiting vulnerabilities on
MAVLink protocol.

e [14] present a UAV 5G communication solution using a four antenna UAV
coverage.

e [15] present a solution to encrypt MAVLink protocol using ChaCha20 as the
encryption algorithm.

e [16] present a detailed analysis of UAV vulnerabilities.

e [17] propose a keystream cypher in order to enhance UAV communication
through MAVLink protocol.

3. UAV COMMUNICATION PROTOCOLS

Most common protocols used in UAVs communication are:

UranusLink;

UAVCAN (Cyphal);

MAVLink;

DroneLink;

DDS;
UranusLink as described in [1] is a communication protocol used for exchanging
information between an UAV and a base station. The packet structure needed for
transmitting data contains the following fields:

- Preamble;

- Sequence number;

- Message identification;

- Data Length;

- Data as such;

- Checksum;

UranusLink is a stateful protocol as it establishes connection between the UAV and
the base station using a handshake mechanism. A secure version of this algorithm
assumes that a symmetric algorithm such as AES will encrypt Message identification,
Data, and checksum, leaving the other fields unencrypted in order to not alter the data
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transmitted. Although challenges arise regarding the exchange of encryption keys, the
algorithm itself can be considered secure as it provides a connection oriented, safe way
to transmit information in order to be able to control an UAV from a base station.

UAVCAN or Cyphal [18] is a lightweight, open protocol for distributed
communication among various types of intelligent vehicles including UAVs. The
communication uses a client-server architecture and contains the following information
needed for exchanging data:

- Payload;

Data type ID;

Client node ID;

Server node ID;

Transfer ID;

UAVCAN uses UDP as ISO/OSI transport protocol.

One of the most used protocols is Micro Air Vehicle Link Communication Protocol
(MAVLink) which is a bidirectional communication protocol used for controlling UAVs
from a ground control station. One ground control station can control up to 255 UAVs
using MAVLink. The packet in version 2.0 contains 12 flags:

- Start;

- Payload length;

- Incompatibility flags;

- Compatibility flags;

- Packet sequence;

- Sender ID;

- Component ID;

- Message type;

- Data;

- Checksum with seed value A;

- Checksum with seed value B;

Message authentication;

Although MAVLink does not support encryption by default, there are some papers
describing various attempts in providing an alternative, secure version of MAVLink.

Data Distribution Service (DDS) protocol is an 10T protocol which operates between
layer 4 (Transport) and layer 7 (Application) on the ISO/OSI architecture. It can work
both on TCP and UDP. With UAVs, DDS can be used to establish communication
between the base station and UAV. While DDS is not UAV specific, it can be used to
ensure communication between intelligent devices. It supports AES for confidentiality
and asymmetric encryption for key exchange and authenticity.

D2GCS represents a ground control station to UAV communication protocol which
provides confidentiality, integrity, mutual authentication, and non-repudiation. It uses
encryption algorithms such as ECDH for key exchange and digital certificates for
encryption, authentication, and non-repudiation. Its best usage is military communication.

4. UAS COMMUNICATION SECURITY

In order to address modern-day challenges regarding UAV and UAS communications,
security is a must. To better understand which of these protocols offers the best security,
we will make a short comparison analysis of their characteristics.
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5. QUALITY OF SERVICE IN 5G COMMUNICATION

We can say that 5G technology has reached a sufficiently high level of maturity,

considering the variety of multimedia services and applications, as well as the capacity
for their development, using dedicated slicing technology for media transport (audio,
video, etc.), under the conditions of ensuring real-time data flow. From the perspective of
Quiality of Service (Qo0S), there is a set of essential parameters to which we can refer:

Bandwidth: Ensures sufficient data flow so that the application operates without
constraints in the production environment.

Latency: Ensures minimal delay regarding real-time data flow.

Jitter: Limits the delay of data packets circulating within the 5G network or within a
slice.

Loss: Restricts packet losses measured over a one-second interval
Considering the SMARTER study, conducted by 3GPP in 2015, whose purpose is to

identify the characteristics and functionalities required for 5G technology, we can divide
the technology’s functionalities into three essential service categories:

eMBB (Enhanced Mobile Broadband): Focused on providing high-speed data
services, supporting applications like video streaming, augmented reality, and virtual
reality.
MMTC (Massive Machine-Type Communication): Geared towards connecting a
massive number of I0oT devices, sensors, and machines, enabling efficient
communication at scale.
URRLC (Ultra-Reliable Low-Latency Communication): Designed for critical
applications that demand extremely low latency and high reliability, such as
industrial automation, remote surgery, and autonomous vehicles.
eMBB Services have the following characteristics:
e Real-time Video Streaming: eMBB services facilitate the transmission of real-time
video streams, including alerts, using high-speed internet services.
e oV (Internet of Vehicles): eMBB is also utilized within the loV framework,
aiming to interconnect autonomous vehicles.
e Transfer Rate Perspective: eMBB supports transfer speeds of 10 — 20 Gbps.
e Reliability for Vehicles: eMBB services are reliable even for vehicles traveling at
speeds of up to 500 km/h.
e Aerospace and Unmanned Ground Vehicles: In the context of 5G, this technology
plays a crucial role in data streaming while maintaining competitive Quality of
Service (QoS).
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e Technological Approach for Vehicle Communications: A multilayered stack built

using Wi-Fi protocols enables communication between vehicles.

These protocols support various scenarios and can be adapted to vehicular traffic, as it

follows:

e GPSR-2p: A position-based routing protocol that utilizes the transmission of

coordinates in video format (Greedy Perimeter Stateless Routing).

e VIRTUS: A protocol that calculates the relative time between two vehicles to

proactively estimate their future positions.

e LIAITHON: Considered a multipath or a module that identifies multiple routing

paths based solely on the current location.

Considering that the network itself defines a perimeter zone, 5G can enable edge
computing by allocating resources based on where they are needed. This improves data
processing, reduces latency, and enhances response time for vehicles using 5G
technology. [19]

7. CONCLUSIONS

Security is an important concern in ensuring UAVs communication throughout
network protocols. As limited or no security would leave the door open to attacks such as
man-in-the-middle, eavesdropping or identity spoofing, encryption and authentication
would protect against these types of attacks. Still, it is still difficult to protect against
flooding, DoS attacks jamming, therefore in addition to the security tools that come with
the protocol, the physical security of both the UAV and the UAS, as a whole, is required.
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